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Businesses who operate globally are facing arguably the most turbulent season of modern
history. In the midst of massive change on many fronts, corporations must continue to respond
to governance, risk and compliance obligations, whistleblowers, internal probes and regulatory
inquiries. Emerging data types, distributed evidence, co-mingling of personal and corporate
information, and regulatory uncertainty are complicating investigations workflows. In this
uncertain environment, maintaining rigor and defensibility across investigations practices will
require a refresh of traditional methodologies.
The massive shift in the ways in which employees work and create, store,
and access data has introduced significant implications to the corporate risk
landscape. Many new platforms and shortcuts to make working remotely more
productive and accessible have proliferated or gained widespread adoption
overnight. The rush to transition the workforce to working from home has created
an environment in which it is now common to find workplace content on personal
devices including those shared between family members. The political, economic,
and regulatory climate has also shifted, with many unknowns looming worldwide.
Data privacy and security are driving greater examination of data transfers and
management practices, via a diverse set of local and regional laws.
For corporate executives, legal counsel, and compliance teams, these variables
are emerging as X-factors to watch, all with the potential to impact corporate
investigations in profound and varied ways.
This paper will discuss the state of investigations, and emerging X-factors that
are poised to alter them. It will cover FTI Consulting’s unique methodology for
approaching today’s investigations, key complexities corporations need to keep in
mind and what’s on the horizon for the remainder of, and beyond, the current crises.

CORPORATE INVESTIGATIONS AT-A-GLANCE
Internal and regulatory investigations span the most high-stakes scenarios in the
corporate world: fraud, bribery, IP theft, workplace misconduct and many other
forms of white-collar crime. The process for uncovering facts will differ from the
process that is involved in litigation and other legal proceedings. Unlike litigation
matters, which focus on striking proportionality between discovery and cost,
investigations center around comprehensive fact finding as quickly, and often as
discreetly, as possible. In most investigations, government regulators may serve
as judge and jury. Getting it wrong, or overlooking a key piece of evidence, brings
a great deal of risk.
Getting the process right is multifaced, rapidly evolving, and requires multidisciplinary expertise to tie all the pieces together.
At the outset of an investigation, a team is typically retained by an independent
stakeholder (such as a special committee, audit committee, other members
of the board or a parent entity), with no knowledge of who are good vs. bad
actors. Investigators may not be aware of the full extent of the problem, or who
is involved, until they dig in and begin to form theories. To successfully uncover

FOLLOWING A
COMPLICATED TRAIL
FTI Consulting’s team
was engaged in an
investigation into an
alleged shell company
involved in an organized
crime scheme.

The company was
shipping unsold
goods and moving
inventory around in
a way that allowed it
to inflate revenue to
accommodate money
laundering.

FTI’s team had to
physically weigh the
goods, compare those
weights to what was
recorded on shipment
logs and scrutinize how
those details aligned with
accounting records and
activities.

This was a very
nuanced investigation
that involved analyzing
many facets of the shell
company’s records and
following trails of clues
to determine all of the
different elements of
the investigation.
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all of the facts within an investigation, while taking into
consideration the many complexities that arise, a team
must possess knowledge and experience across a number of
legal, regulatory, cross-border, technical, investigative and
cultural variables.

TODAY’S X-FACTORS
Beyond the typical challenges, a myriad of developments
across governments, technology advancement and
adoption, work habits and regulations are driving the
need for new approaches and considerations in corporate
investigations. The most impactful of these emerging
changes are outlined below.
More Volume and Diversity Across
Data and Devices. The size of the global
data universe spiked significantly in
early 2020 alongside increased use of
collaboration platforms. Technology
innovation and remote work have
together driven a significant uptick in the use of third-party
applications and devices that are not centrally managed by
the corporations. This includes personal devices being used
while employees work from home, and company devices
that were not fully provisioned with IT controls prior to
being distributed for remote work. In some cases, mobile
devices, and laptops can be accessed remotely by the IT
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department when needed in an investigation. In others,
investigators must obtain access and permission by
working directly with a custodian.
A Netskope survey from 2016 found that, “more than
90 percent of the software served from the cloud to
the enterprise is unsanctioned by the IT department.”
Most industry experts believe that today, the number
of unapproved applications in use has increased from
previous estimates. This is highly problematic on many
fronts. In an investigations context, when a company
doesn’t know an app is being used, investigators may not
be aware to examine it for potential evidence.
Emerging data types are beginning to come into scope in
investigations as well, with employees now widely using
collaboration tools and recording video meetings. More
and more employees are also using encrypted messaging
platforms and protecting their devices with encryption—
presenting investigators with additional roadblocks when
trying to collect and analyze evidence.
Ultimately, investigators are challenged to find a needle in
an ever-growing haystack. This makes the involvement of
a seasoned investigatory team that knows what questions
to ask, and how to reveal blind spots in data sources and
devices, critically important.
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Distributed Evidence. For many of the
same reasons the diversity of devices
and data sources has exploded,
evidence has also become increasingly
dispersed. Employees working from
home may now be saving and sharing
sensitive documents in new locations and accounts. More
and more data is being spread across numerous (and often
unapproved) third parties.
This scattering of information and custodians makes it more
difficult for investigators to collect data remotely or access
information stored in systems controlled by third parties.
Privacy and Data Protection
Regulations. Privacy and data
protection laws in many jurisdictions—
such as the General Data Protection
Regulation (GDPR) in Europe, the
California Consumer Privacy Act
(CCPA), China’s State Secrets Protection Law and
Cybersecurity Law and Brazil’s General Data Protection
Law (LGPD)—also complicate the fact-finding process in
investigations. In some cases, the restrictions can disrupt
the natural progression of investigator workflows. The
rules and severity of data protection laws vary significantly
between jurisdictions, requiring investigators to deeply
understand the nuances of each region.
Often, the best course of action to remain compliant
with local laws is to keep an investigation confined to the
borders of the country in which the data resides. To do this
well, investigators must be thoughtful about the unique
issues of the matter and the cultural, language and legal
dynamics that will impact it.
FTI Consulting’s investigators are highly experienced in
navigating cross-border investigations and preserving
the integrity of an investigation without running afoul
of data protection and privacy laws. One technique FTI’s
experts have used in these scenarios is applying tailored
de-duplication algorithms on in-scope data residing in the
U.S., and comparing it against data sets residing in other
jurisdictions. This approach, when deemed acceptable by
counsel, allows the team to rely on document versions that
already reside in U.S.-based repositories, and continue
with pertinent review without moving anything sensitive
across borders.
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Uncertain Regulatory Backdrop.
Regulatory activity will always be fluid
and change in tandem with government
leadership changes. While U.S.
regulatory activity has shifted in recent
years, corporations should not take this
as a sign to relax standards. The unpredictable nature of
cybersecurity standards, data privacy issues, trade disputes
and other global variables can at any time raise the stakes,
or otherwise impact, corporate investigations and
compliance risk.
Recent activity also points to an overall increase in the
incidence of investigations, and the emergence of new
types of investigations. A recent survey reported that 77
percent of fraud examiners have observed an increase in
the overall level of fraud this year. In a November survey
of G20 firms, more than two-thirds have been forced to
significantly increase their budget for investigations work—
this figure is more than 84% among U.S. firms. Research
from Lex Machina found that new cases citing COVID-19
increased substantially through May, and the total number
of COVID-19 related cases filed in the U.S. surpassed 3,300 as
of September.
Matters relating to IP theft and employee misconduct are
set to increase, spurred by workplace issues around the
COVID-19 pandemic. Corporations may see more inquiries
related to how they used pandemic relief funds, while others
may be more willing to risk financial crime as a means to
weather the economic downturn (reminiscent of post-2008
activity).
The momentum behind cryptocurrency adoption is another
factor to watch. The FBI recently made a statement that
it anticipates an increase in scams and fraud involving
cryptocurrency, which is already introducing an entirely new
category of investigations.
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THE SIGNIFICANCE OF PRESERVATION
AND COLLECTION

matter. In other, extreme cases, investigators may seize all
devices and systems at once.

In this climate, maintaining defensible outcomes requires
a proven methodology that balances digital forensics
and analytics experts, sophisticated technology and
proven processes. This starts with the early steps of an
investigation—when information sources are preserved and
data is collected (referenced in Step 2 of the Methodology
Snapshot below). This phase is particularly critical to
protecting the integrity of the evidence, and subsequently,
the overall investigation. It is also one of the most impacted
by many of the new dynamics discussed in this paper, as
investigators must now navigate identification of, and
access to, massive volumes of data across diverse data
sources dispersed among hundreds or thousands of remote
employees. If they are unable to get to the data quickly, they
risk potential spoliation issues, which may lead to severe
penalties or other regulatory consequences.

During collection, investigators may interview key
individuals to help shape and focus the scope.
Questions range across business dealings, relationships,
communications, the systems in which they generate or
store data, which devices they use, etc. In parallel, computer
forensics specialists will image the individual’s laptop,
phone and other devices. This all must be done in a way
that eliminates any opportunities for data deletion either
intentional or part of the company’s normal processes.

Investigators must also balance the inherent tension that
exists between casting a wide net while not over-collecting
data from the entire organization or disrupting business
operations. Often it makes sense to preserve broadly—
ideally on the server side with the involvement of IT (if that
department is a confirmed “good actor”)—and ultimately
collect only from the parties believed to be involved in the

A prime example comes from an investigation into bid
rigging and Foreign Corrupt Practices Act (FCPA) involving
a foreign government and some of its contractors. In that
“Sinumquis
as quiscope
beaz rels
uiberci temci and
matter, FTI Consulting
helped
theeliq
investigation
volorro al iniendis utal molorrum qui lucci als”.
advised the client to preserve data from computers and
accounts belonging to sales staff, local line managers and
accounting staff. Once the investigation began, the team
discovered that one of the suspect custodians had deleted
a large volume of documents the day the investigative team
arrived. This lead the team to focus in on this custodian’s
activities and determined that they were involved in the bid
rigging allegation.
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METHODOLOGY
SNAPSHOT

FTI Consulting employs a unique investigations methodology based on
decades of collective experience across the firm’s segments.
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Step 1: Scoping
An Investigation is initiated; FTI Consulting is retained to
help counsel determine the allegation’s credibility, and
to scope the problem, data sources and other elements
involved.

Step 2: Data Preservation and Collection
FTI Consulting’s Technology segment works with counsel to
preserve and collect all potentially in-scope data as quickly
and silently as possible, without disrupting the business.
Drilling down into data types, where data is saved, whether
it is encrypted, data protection obligations involved and
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interviews with key custodians. Return to Step 1 as needed if
new information is revealed.

Step 3: Fact-Finding and Analysis
FTI Consulting’s teams leverage seasoned investigative
techniques, innovative workflows, analytics, and other
technology solutions to help fight technology with
technology. Proven investigative techniques provide
unparalleled ability to identify relevant facts within a vast
expanse of data, while efficiently dismissing irrelevant
details that distract from key issues. Return to Step 1 and 2
as needed as key facts become understood .
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Step 4: Reporting on our Findings, Preparing
Recommendations for Remediation
FTI Consulting’s teams assist counsel by providing
investigatory findings via concise and logical reports. Experts
carefully craft investigatory findings, soundly based on facts
identified during Step 3, to inform relevant stakeholders.
FTI Consulting will create an overarching communications
strategy to support effective communication of investigation
milestones, deal with possible leaks of information and
ensure stakeholders are kept up to date.

Step 5: Remediation and Improvement
FTI Consulting’s experts leverage their breadth of experience
to provide counsel with targeted remedial measures to
take corrective action following the investigatory findings.
Remedial measures serve to correct underlying issue(s),
improve the organization’s quality of internal controls and
help ensure future, ongoing compliance.

Step 6: Monitorship and Compliance
FTI Consulting’s teams leverage industry specialists
and compliance experts who test, enhance and monitor
corporate compliance programs following investigatory
findings and the implementation of remedial measures. FTI
Consulting’s experts understand the time-critical nature
of implementing a plan of action and communicating with
multiple constituents, and are practiced in monitoring the
continuing effectiveness of an organization’s compliance
program in an ever-changing environment.

ADVANCED ANALYTICS AS A SOLUTION
While in some ways technology is complicating the
investigations landscape, it can also deliver investigators
through some of the biggest challenges. Advanced
analytics tools, when applied by experts and tailored to a
matter’s specific nuances, can drive down the time, cost
and complexities of dealing with large data volumes and
diverse data types.

VEERAL GOSALIA
Senior Managing Director
+1 (202) 312-9186
veeral.gosalia@fticonsulting.com

FTI Consulting’s Find Facts Fast Research Service combines
advanced analytics, expert researchers and workflows
to find important information quickly. Through expert
research and analytics software, investigators can
summarize large sets of documents at a high level, and
enable researchers to dig in and understand individual
documents in context. Similarly, FTI Consulting provides
Story Development services to cost-effectively provide a
matter’s core facts, presented within a succinct storyline,
to support the development and assessment of case
strategy. Through fact memos, witness summaries
and chronologies provided through this case narrative
methodology, teams can better understand and act upon
the critical facts of an investigation.

CONCLUSION
The technical diversity of data in the wild is unprecedented,
and still growing. The risks of not starting investigations off on
the right foot, with the right experts, at the outset, are great.
Corporations have experienced regulatory sanctions, business
disruption, loss of shareholder value, reputational damage
and other repercussions from mishandled investigations. FTI
Consulting’s teams have seen matters in which counsel or
other stakeholders have been dismissed because regulators
disagreed with how an investigation was scoped, or the
information produced was not sufficient or defensible.
Corporations need a partner that has thought about these
issues and can integrate them into a plan that overcomes
emerging challenges. Now more than ever before, it’s
critical for teams to have the ability to adapt to unexpected
obstacles and quickly get to the facts of a case without
missing important tranches of data.

GREGG PEAT
Managing Director
+1 (503) 974-5424
gregg.peat@fticonsulting.com

FTI Consulting is an independent global business advisory firm dedicated to helping organizations manage change, mitigate
risk and resolve disputes: financial, legal, operational, political & regulatory, reputational and transactional. FTI Consulting
professionals, located in all major business centers throughout the world, work closely with clients to anticipate, illuminate and
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