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Pivotal events always leave behind traces of
impact. Centuries, or millennia, after a massive
incident, scientists can uncover evidence to
pinpoint exactly what happened, and how history
was influenced. Years from now, when researchers
look back at the evolution of the data universe,
2020 will stand out as the origin of a significant
turning point.
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An Unprecedented Collaboration Spike
The COVID-19 pandemic has spurred an unprecedented spike in the use of
collaboration applications and the creation of unique cloud source data.
Rapid adoption of tools including Microsoft Teams, Slack, Zoom and other
communication platforms is quickly displacing email and changing the
footprint of corporate data forever. From a legal and compliance perspective,
this shift will have permanent implications on the workflows, technologies and
best practices used in e-discovery. We must be prepared to change the way
we think about traditional document review and place greater importance on
enriching and visualizing data sets, rather than adhering to a stringent step-bystep methodology.
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EXPLOSIVE GROWTH IN
COLLABORATION TOOLS
The amount of unique data
legal and compliance teams will
be dealing with a year from now
will be wildly disproportionate
to pre-crisis projections for data
universe growth.
— Overall collaboration use rose
by 68 percent over the last
four years1
— 89 percent of enterprises use
some form of social tool for
internal communications2
— Large companies deploy an
average of 163 apps 3
— Microsoft Teams boasts more
than 44 million daily active
users, and reported 1,0000
percent growth in video calls as
of March 2020 4
— Slack’s paid customer base is
nearing 120,000 (more than 80
percent growth over preceding
quarterly reporting)5
— During weekdays, the
cumulative number of active
minutes on Slack now exceeds
1 billion6
— Skype’s average daily users
have increased to 40 million,
a month-over-month rise of
70 percent 7
— Zoom’s daily active users
spiked to 200 million in the
first quarter of 2020, up from
10 million at the end of 2019 8

The sudden adoption of collaboration and communication platforms has fundamentally changed our data topography,
leaving clear signs of impact that will be observed for many years to come.

1
2
3
4

5
6
7
8

Okta’s 2019 Business @ Work report, https://www.okta.com/businesses-at-work/2019/
Harvard Business Review Analytic Services, https://www.awarehq.com/blog/3-ways-workstream-collaboration-provides-a-competitive-advantage
Okta’s 2019 Business @ Work report, https://www.okta.com/businesses-at-work/2019/
TechCrunch, March 2020, https://techcrunch.com/2020/03/19/microsoft-teams-jets-to-32m-daus-announces-new-features-as-remote-work-booms/
and Zacks, April 2020, https://www.zacks.com/stock/news/868720/microsofts-msft-teams-sees-growth-amid-coronavirus-scare
TechCrunch, March 2020, https://techcrunch.com/2020/03/19/slack-adds-7k-customers-in-7-weeks-amid-remote-work-boom-besting-its-preceding-2-quarters-results/
MarketWatch, April 2020, https://www.marketwatch.com/story/slack-ceo-the-week-of-march-9-was-the-most-productive-in-our-companys-history-2020-04-13
Microsoft, March 2020, https://www.microsoft.com/en-us/microsoft-365/blog/2020/03/30/introducing-new-microsoft-365-personal-family-subscriptions/
Zacks, April 2020, https://www.zacks.com/stock/news/868720/microsofts-msft-teams-sees-growth-amid-coronavirus-scare
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Dealing With Discovery
Up until recently, many legal
professionals were still questioning
whether data and recordings from
applications like Slack and Zoom
could be brought into scope as
discoverable. But cases involving
electronic evidence from collaboration
tools and other exotic data types
were already underway, making
clear that cloud data sources and
chat applications should indeed
be considered discoverable. Prior
to the COVID-19 pandemic and the
unprecedented rise in remote work,
some organizations may have had
a convincing argument that these
tools didn’t contain enough business
critical information to be relevant in a
litigation or investigation. Now, with
the explosion of content being created
in these platforms, that threshold
argument will no longer hold up to
judicial or regulatory scrutiny.
Further complicating the issue is
that the traditional command and
control structure most organizations
rely upon (i.e. IT dictates which
systems can be used, and how)
has been largely abandoned. The
sudden shift to work from home has
left legal, compliance and IT teams
without time or infrastructure to put
adequate information governance,
preservation and usage policies in
place around new workplace tools.
While many organizations had already
addressed governance for Skype and
other instant messaging platforms—
by setting them up so messages are
not saved and files cannot be shared
within them—the same controls are
not always put in place for Slack,
Teams, Zoom, etc. The result is a

Adjusting to new work from home conditions has proven challenging. In addition to at home distractions, employees have
been forced to adapt how they work and communicate with one another.

massive amount of discoverable data
and communications records being
created and retained, unchecked.
While cloud based data types are
discoverable, often they are not easy
to discover via traditional tools and
workflows. No plug-and-play solution
exists for collecting this information
and rendering it into a format
that easily fits with leading review
platforms like Relativity, Nuix Discover
and Brainspace.

Problem Solving for
Future Discovery
Challenges
Zoom’s daily usage has increased
1,900 percent in a matter of months.
Slack logs more than 1 billion minutes
of usage every week. When a Zoom
meeting is recorded, the application
records a separate audio and video file
for each participant—e.g. a meeting
with 10 participants will generate 10
unique audio and video recordings.
In other cases, lengthy transcripts
are generated and stored. Imagine
the size the data footprint will reach
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Key Considerations
for Dealing With A New
Data Footprint

Advanced analytics, like FTI Technology’s Radiance, are critical in managing the increase in data volumes and new data
types. They help legal teams connect directly to cloud based platforms to quickly analyze data and communication
patterns with just a few mouse clicks.

just six months from now. And not
only will the volume skyrocket, but
also the diversity of the data. These
are not the digital formats—email,
attachments, text messages—ediscovery professionals have come to
understand. Teams will be faced with
storing, collecting, processing and
analyzing a variety of novel types of
rich audio and video media files and
short-form messages.
Each data type, and each different
version of an application, may require
a unique methodology for collection,
and rendering into a format that
can be reviewed and analyzed in
context of other electronic evidence.
A team may need to look at one
Teams message alongside a thread
of emails, or analyze key concepts
within a single Slack channel or
Zoom transcript. Doing this requires
unitizing the files and building

workflows and technology connectors
around them so they can be analyzed,
enriched and visualized dynamically.
Legal teams must consider new
approaches for accommodating the
data generated by collaboration
and communication platforms.
Innovative processes and the
development of technology solutions
and data models that address the
specific nuances of transcripts,
recordings and chat messages will
be required by legal teams tasked
with review or investigations. FTI
Consulting has seen the emergence
of these data types firsthand. As a
result, custom cloud connectors and
workflows have been deployed to
support client matters and address
shifting data trends.

With such an evolving array of
e-discovery challenges and data
related risks on the horizon, many
legal teams struggle to understand
where to focus their attention, or
actions they should be putting
into motion. Sound information
governance—understanding where
data lives within the organization,
its business function and how it
is maintained and retained—is an
important first step. With an inventory
or data map of all the sources from
which data originates, where it flows
and the type of information contained
within it, teams will save significant
time and effort when it comes time
to tap those repositories in response
to e-discovery matters. A detailed
inventory of data can also help reveal
compliance and security gaps that
may exist within systems, and will
help teams evaluate the specific
concerns that need to be addressed
within each emerging data source.
Regulatory requirements are another
important consideration when
managing unique data sources and
pulling them into e-discovery. Data
protection laws, industry regulations
and rules around how data may
be transferred across borders vary
from region-to-region. Governance
requirements do indeed include
emerging data types, and should
be added to company compliance
policies and controls. Further, legal
teams must understand whether and
how regulations and policies limit
the ability to collect, process, analyze
and produce information from
collaboration and cloud-based tools.
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Legal teams can leverage lessons
learned from recent disruptions to
conventional workplaces to make
a strong business case for better
data readiness. With buy-in from
leadership, counsel can invest in
programs that utilize data integration
standards, frameworks and platform
interconnectivity to re-invent and
optimize governance, compliance and
discovery workflows.

A New EDRM?
Legal teams must be ready for the
massive shift in their organization’s
data footprint. Approaches to data
collection, review and analysis must
shift accordingly. In many ways, certain
aspects of the EDRM and the way we
think about traditional document
review will need to adapt, with a focus
on enriching and visualizing data
sets, rather than being locked into
standardized methods that may no
longer be as impactful. With a flexible
approach that leverages guidance
from practiced experts, legal teams
can begin adjusting to a new world
of e-discovery, in a vastly different
landscape than the one we’ve known
for so long.
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