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Data management and
security in a privacydriven world
BY SONIA CHENG AND BRIAN STUART

D ATA

DATA MANAGEMENT AND
SECURITY IN A PRIVACYDRIVEN WORLD
BY SONIA CHENG AND BRIAN STUART

ISSUES AROUND DATA PRIVACY AND security have gained importance in recent years, given the emergence of new data protection regulations including the European Union’s (EU’s) General
Data Protection Regulation (GDPR), the New York Department
of Financial Services Cybersecurity Regulation, the California
Consumer Privacy Act (CCPA), and the India Data Protection
Bill, with more on the horizon. From business stakeholders
needing to analyse customer data to drive revenue, to in-house
security teams and legal counsel investigating a legal dispute, to
security professionals defending against breaches and outside
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threats, the need to eﬀectively manage personal and sensitive
data has never been more important.
This article will explore the ongoing impact and risk of data
breaches, ways information governance and analytics techniques can help strengthen information security and how organisations can leverage machine learning to streamline data
management at scale.
ANOTHER DAY, ANOTHER DATA BREACH
The landscape of data breaches, and the type of information that
can be leaked, is continually evolving. Any intentional or unintentional release of any volume of sensitive, protected or conﬁdential information to an untrusted or unauthorised party can
be classiﬁed as a data breach. This can include inappropriate sharing of data between partners or poor access management of systems and information. Threat actors are becoming increasingly
sophisticated and creative in their attempts to circumvent access
controls and steal data. It seems that hardly a day goes by without reports of some organisation that has experienced a breach
incident. Indeed, 90 percent of large businesses in the UK have
experienced a data breach, according to the UK government.
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The consequences of poor governance and a resulting
breach are often catastrophic. The Ponemon Institute estimates
that the average breach costs companies $3.86m. Furthermore,
a recent report by CSO examined the largest data breaches to
date, which collectively accounted for more than 4.9 billion
impacted users or accounts. The most extensive breach exposed
more than 3 billion user accounts and led to corporate ﬁnancial
losses in the hundreds of millions. Major breach events have
resulted in weighty ﬁnancial sanctions, large drops in share
value, highly-publicised executive resignations and the abrupt
shuttering of certain products and businesses.
LEGACY DATA AS A GROWING SOURCE OF RISK
Poorly managed data is a common theme among many massive
data breaches. Even for organisations that have robust security
controls, such as two-factor authentication, security information and event management (SIEM) analytics, access management and employee training, legacy and unknown data can resurface with a bite. For example, one global shipping corporation
acquired a company that had left extremely sensitive legacy customer data publicly available for years. The acquiring company
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was unaware of this and later experienced a breach of that data.
In another matter, a media organisation experienced a breach of
a backup that was more than 10 years old, exposing user passwords and source code. If the data had been properly disposed of
under an information governance programme, it would not have
been possible to expropriate it. Backup data normally should be
retained for disaster recovery scenarios, but many corporations
have conﬂated archival and disaster recovery, creating both an
unintended burden and risk.
The lesson that needs to be learned is that, in addition to information security best practices, one of the best ways to reduce
risk is to defensibly and strategically dispose of and remediate
legacy data.
OPERATIONALISING COMPLIANCE
Despite the process improvement that GDPR preparation has
spurred at large organisations, many still struggle with an excess of policies and standards that have been developed to help
document privacy and security controls. While having robust
compliance policies is a foundational ﬁrst step, companies must
go beyond ‘paper’ compliance, which captures aspirational in-
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tent compared to operational reality.
Many large corporations publish policies governing how
data is to be protected, managed and secured and make them
available through their easy to navigate intranets. The ease
with which new policies can be drafted and published creates
a double-edged sword, however. For example, within ﬁnancial
services ﬁrms, with their high degree of regulatory exposure,
employees face numerous, duplicative ‘policy’ documents
sometimes providing conﬂicting instructions. Individuals are
left to rely on their own interpretations to determine which
policies to apply.
Frequently, the roles of data protection and retention
controls are left to the individual line of business or the IT
security department to ‘ﬁgure it out’. In the past, departments
would keep data forever, under the common misconception that
it was safer than deleting it. The GDPR and other cyber regulations are helping to drive changes in corporate behaviour and to
work toward defensible disposal.
In the past, ﬁrms, especially ﬁnancial services organisations or insurers with large litigation and dispute portfolios, had
allowed poor legal hold management to create a data retention
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risk. The lack of understanding between counsel and IT led to
the retention of data from a far wider range of sources than
was necessary. A failure in legal hold management also led to
data being retained long after the need for the hold had lapsed.
Companies are working toward greater speciﬁcity, challenging
internal and external counsel to think diﬀerently about legal obligations, and working together with technology and e-discovery
teams to more precisely articulate legal obligations so that the
majority of the data in the enterprise can be disposed when no
longer needed.
Regarding a major data breach, the UK’s information commissioner Elizabeth Denham said in a statement: “[The company]
received the highest ﬁne possible under the 1998 legislation
because of the number of victims, the type of data at risk and
because it has no excuse for failing to adhere to its own policies
and controls as well as the law.”
It is critical for organisations to establish security and information governance as corporate priorities from the board
down. This is the only way to eﬀectuate meaningful behavioural
change. One practical way to approach this is to create a scorecard
of current risk levels associated with staﬃng, incident reports
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and data remediation metrics. Some companies may choose to
align executive bonuses with longer-term remediation metrics
to incentivise and motivate change. There are many approaches
for diﬀerent corporate cultures, but what matters is that the organisation takes action that aligns with intent.
HOW TECHNOLOGY CAN HELP
There are a number of technologies on the market that assist
in defending against breaches. For example, analytics tools can
help to detect and prevent unusual behaviour, identify and remediate weak credentials and automate access control. There
are also a number of enterprise platforms designed to identify
and remediate sensitive data in unstructured and structured
sources.
Defensible deletion is another sustainable, cost-eﬀective
method of mitigating breach risks that can be supported by
technology. Machine learning tools that can be applied to information governance and data remediation are useful in strengthening security and reducing the costs associated with retaining
unnecessary risky data. We have also seen organisations use
e-discovery platforms to review large volumes of data, identify
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documents that contain personal and sensitive data and help
classify it so that teams can easily determine what can be deleted
and what must be retained. A similar approach could be applied
to data from security systems, to detect anomalies in incidents
and to more quickly uncover potential threats.
Another emerging area of technology in the realm of
privacy is developments in artiﬁcial intelligence (AI) techniques
that will analyse and visualise privacy policy information to help
individuals understand what data is being collected and shared,
and what consent options are in place for that data usage. This
same methodology and natural language processing can help
companies understand what data is shared and its alignment
with privacy policies and contractual agreements between
parties.
THE TWO SIDES OF THE HUMAN FACTOR
While technology can provide methods to mitigate the risks, in
breach prevention, people remain the weakest link. In one case,
a UK-based organisation was held liable for a serious breach as
a result of a disgruntled employee who leaked sensitive data of
more than 100,000 employees. The verdict was upheld in ap-
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peals, asserting that companies are accountable for data breaches and the consequential harm to their employees, including ensuring adequate handling and deletion of data. This is why it is
so important for organisations to help employees understand
the attack vectors and share stories of individual and corporate
security failures and losses. Proper stewardship of data needs
to be a corporate priority, and can be encouraged through regular communication, scenario-based training and exercises that
simulate and stress test processes, controls and crisis preparedness.
However, there is another side to the human factor that
is equally important. Technology can be incredibly valuable in
automating processes and streamlining data management and
security initiatives. But, without the involvement of people
that have expertise in applying technology for information governance and data remediation purposes, eﬀorts will fall short
of intended goals and outcomes. The key is to leverage a smart
balance of people, process and technology to eﬀectively protect
data and sustain data protection controls over time.
Experts with experience in investigative work, computer
forensics and the analysis of massive volumes of data can also

WWW.FINANCIERWORLDWIDE.COM

MAY 2019

REPRINT

Cyber Security & Data Management in the Modern Digital Age 2019

bring intelligence to automated systems and help further train
them for optimised results. For example, intelligence of what
happened in a security incident or intellectual property (IP) data
theft does not typically get funnelled back into the design of
business process and information management. Experts that
investigate past incidents or suspicious activity could apply the
lessons from those investigations to tools and processes, to
improve how concerning patterns in the data are spotted. For
example, in 2013, the heads of trading in investment banks
would meet up for poker nights, which eventually resulted in
spikes of proﬁt and loss due to collusion. As a result of behavioural analysis across diﬀerent forms of data, namely email,
chats and transactions, the illegal trading activity could be identiﬁed and proven. This insight can then be used to inform and
train machine learning models to be more proactive and smarter
about identifying issues.
The combination of today’s expectations and regulations
around data privacy with the complicated data breach landscape
has introduced a new urgency to the responsibility of sound
data management and security. This means that risk mitigation, breach prevention and data remediation must be priori-
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tised from the top down. Holistic information governance is a
critical starting point, and will help strengthen an organisation’s
position, providing a steady foundation for the eﬀective use of
advanced technology.
■ Sonia Cheng is a managing director and Brian Stuart is a senior

managing director at FTI Consulting. Ms Cheng can be contacted
by email: sonia.cheng@fticonsulting.com. Mr Stuart can be contacted by email: brian.stuart@fticonsulting.com.
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