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This article will discuss how the Internet of things has evolved over the last two decades and the
security risks that have emerged as a result. It will include a discussion of the key problems with
IoT development and regulation and the most pressing challenges security professionals need to
consider when developing programs that include IoT security.

T

he Internet of things (IoT) have taken the world by
storm, quickly evolving in recent years to offer society
unprecedented levels of interconnectedness and efficiency. For decades, technologists have been developing products that offered some level of connectivity to the Internet,
but today the landscape is changing faster than our ability to
keep apace. IoT technology is both impressive and useful, offering a wide range of benefits for consumers and businesses.
With these benefits come equal risks, many of which we can’t
fully understand, given how rapidly new devices are coming
online. For securi ty professionals, it is critical to acknowledge the risks and begin to evaluate the many ways in which
these devices may be exploited by hackers.
This article will discuss how IoT has evolved over the last two
decades and the security risks that have emerged as a result.
It will include a discussion of the key problems with IoT development and regulation, and the most pressing challenges
security professionals need to consider when developing programs that include IoT security. The article also shares proactive steps organizations can take to establish or strengthen
these programs.
IoT first began to take shape in the late 1990s when Kevin
Ashton, a technology pioneer who co-founded the Auto-ID
Center at MIT, coined the phrase “the Internet of Things” in a
presentation to Procter & Gamble in 1999. Ashton defined the
concept as, “today computers—and, therefore, the Internet—
are almost wholly dependent on human beings for information” [1]. By June of the following year, LG had launched the
first Internet-connected refrigerator, and Cisco deemed that
in 2008 IoT was born at “the point in time when more ‘things
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or objects’ were connected to the Internet than people.” Cisco
cited that by 2010, with the growth of smartphones and tablets, the number of devices connected to the Internet was 12.5
billion compared to a human population of 6.8 billion [2]. The
expansion of networking capabilities, emergence of advanced
analytics tools, and cloud growth have all contributed to IoT’s
proliferation around the world.

IoT momentum and risk
Gartner estimated that 5.5 million new connected devices
came online each day in 2016 and that $235 billion was spent
on related services, most of which were professional services
[3]. The growth opportunity around the IoT space is massive,
providing efficiencies for businesses and our personal lives
and new ways for businesses to generate revenue. Because
of the many benefits, organizations are quickly integrating
these devices into their business operations, and according
to a recent study 85 percent of organizations are considering,
exploring or implementing an IoT strategy [4].
However, from a security perspective, this explosion should
be considered a red flag because IoT hardware and software
are not built with security as a priority. Largely, once these
devices are connected, they are simply left alone to function
without any management, patching, or updating. Devices
are coming online so quickly that most security professionals can hardly grasp the range of risks, let alone how to arm
against them. And in 2015, there was a 458 percent increase
in the number of times hackers searched Internet of things
connections for vulnerabilities [5]. Most organizations—one
survey cited 88 percent—lack full confidence in the security
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of their connected devices and that of their business partners
[6]. Hackers are acutely aware of the opportunity IoT devices
open up for them to wreak havoc and steal data.
Another challenge is the fact that these devices come with
out-of-the-box default settings that are not typically changed
when they are put into use. A manufacturer may distribute
100 million devices around the world, all of which have the
same default username and password. It doesn’t take much
for a hacker to find those default settings and use them to tap
into and control an army of devices from one computer. They
can be exploited for the sensitive data they contain, or controlled to launch a cyber attack on individuals or businesses. We’ve seen this already a number of times: the hijacking
of nanny-cameras or baby monitors come to mind for many
people. One example was the Trendnet webcam incident in
January 2012, in which hackers posted live feeds online from
nearly 700 private cameras [7]. But over the last year, there
have been much more extensive attacks that have severely impacted businesses.
In October of last year, hackers launched the Mirai botnet,
which has become widely available across the hacker community [8], to execute a massive distributed denial-of-service (DDoS) attack on Internet domain name server (DNS)
provider Dyn. Many mainstream websites, including Twitter
and Spotify, were impacted. Aside from the sheer scale, what
was unique about this attack was that Mirai infiltrated connected household devices, such as DVRs and cameras, as the
platforms for sending a slew of messages used to clog Dyn’s
servers. Intelligence was shared across the security community that Mirai was also suspected as the cause for North Korea’s Internet disruption in June 2017. Recently, researchers
at Radware identified a series of permanent denial-of-service
(PDoS) attacks, implemented through the rapidly evolving
BrickerBot, designed to comprise IoT devices and corrupt
their storage [9]. At the last evaluation, the attacks were
wide-reaching across the globe, with no specific region as a
primary target.

Riding the tidal wave
Awareness of and appreciation for this issue is headed in the
right direction, as 96 percent of IT professionals in one survey
said they expect to see an increase in cyber attacks on industrial IoT devices in the coming year [10]. However, as noted
above, this awareness doesn’t always translate into action,
and most security teams are simply uncertain of how to keep
up with the rapid changes in devices and new vulnerabilities.
Once awareness is established, it is important to recognize
the scope and scale at which these devices are coming online
and be prepared to take action accordingly.
In-house security professionals can take a handful of steps to
proactively address the emerging challenges brought forth by
IoT. These include the following:
• Risk assessment: Working with cross-functional teams,
security stakeholders can begin to take stock of the broad
IoT landscape—and existing bots that may be used to exe-

cute attacks—as well as the existence of IoT devices within
the organization’s firewall. This effort will help identify
potential vulnerabilities in existing processes and technology and should involve the steps recommended by the
Compliance Governance & Oversight Council (CGOC),
including user interviews, system testing, creation of a
heat map of sensitive data, and strategic planning [11].
An extensive risk assessment will be the starting point for
any efforts to put a wall around internal and external IoT
threats.
• Build an intelligence repository: Each time IoT devices
are used in an attack, experts are getting smarter about
how to defend against them. An organization that keeps a
repository of this intelligence, and actively tracks activity,
will be ahead of the game in knowing which security measures must be put in place. Studying attacks and evaluating
cyber threat indicators that have been identified will serve
as a meaningful foundation for the intelligence repository.
Working with federal authorities can help with this, and
the FBI has a Cyber Action Team that is dedicated to incident response and supporting intelligence activities with
companies that have experienced a breach [12].
• Secure devices: Following security best practices, including keeping systems up to date and patched is critical.
Air gapping IoT devices, or data repositories that contain
highly sensitive data, from the rest of the network is another way to build in extra protection against inherent
vulnerabilities.

Advertise Strategically
Place your advertising strategically
to surround our monthly themes
with your organization’s
products and services...
SEPTEMBER
Health Care

OCTOBER

Addressing Malware

NOVEMBER

Cryptography and Quantum Computing

DECEMBER

Social Media, Gaming, and Security
Contact Monique dela Cruz
mdelacruz@issa.org

IT’S GOOD FOR BUSINESS

©2017 ISSA • www.issa.org • editor@issa.org • Permission for author use only.

August 2017 | ISSA Journal – 21

Battening Down for the Rising Tide of IoT Risks | Anthony J. Ferrante
• Leverage innovation: Emerging technology can also be
leveraged to help build more security around IoT. Blockchain is one technology that some experts are looking at
as a possible solution to IoT security. IoT expert Ahmed
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Banafa has written “Blockchain’s big advantage is that
it’s public. Everyone participating can see the blocks and
the transactions stored in them. However, that doesn’t
mean everyone can see the actual content of a transaction;
that information is protected by a private key…A blockchain is decentralized, so no single authority can approve
transactions or set specific rules to have transactions accepted” [13]. The thinking is that a public Ledger of Things
enabled by blockchain would help to organize, secure, and
share the automated collection of data from billions of devices [14].
• Develop policy: The wave of practices and changes around
bring-your-own-device (BYOD) workplaces over recent
years can serve as a starting point for developing strategies around IoT devices. The two areas share some similar
risks, and generally start with implementing sound information governance practices that put structure and policy
around an organization’s entire data landscape.
In addition to technology and practical considerations,
security professionals should also be mindful of emerging
policy that may impact IoT usage and security. The reality
is that it is very easy to create these types of devices, and
currently no regulations apply. The Mirai attacks mentioned
above sparked a handful of high-level policy discussions
around how the manufacture and distribution of IoT devices
being imported into the US may be governed to ensure
stronger protection against hackers. Some have proposed
standards to require built-in safeguards based on knowledge
around how existing vulnerabilities have been exploited to
date. However, this is challenging, given the global nature
of this issue and that even strong standards in the US would
not protect against the threats of attacks using devices from
unregulated regions. Some say international law may be
helpful, but that type of agreement is not expected in the
foreseeable future.
Standards groups are also coming on the scene to better
connect emerging software, which could in theory provide
a foundation for developing stronger global security against
IoT-related threats. The Linux Foundation has established
the AllSeen Alliance and its AllJoyn Framework to accelerate connectivity across the IoT universe. AllSeen recently
merged with the Open Connectivity Foundation to strengthen the global connected ecosystem. These types of standards
organizations and software development frameworks are
bringing together top minds to address challenges and opportunities and may help solve some of the IoT security challenges. Regardless, these groups further underscore the level
of attention the international community is now paying to
this emerging technology sector.

Conclusion
Today, no comprehensive technology exists to protect against
IoT risk, leaving security teams to formulate unique solutions. Each organization’s needs are different and impacted
by a handful of parameters including size of the organization,
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the industry it is in, whether or not it operates internationally, and the sophistication of its information management
programs. IoT has introduced unprecedented challenges, and
professionals should expect that many of the problems are
only going to get worse. Botnets like Mirai and BrickerBot
will continue to evolve, and new bots will be released into the
hacker underworld. Taking time to identify and mitigate risk
and establish best practices are meaningful steps that can be
taken despite the many uncertainties. Further, security professionals cannot underestimate the value of the intelligence
and knowledge present among the people within the organization and how those insights can be relied upon to build holistic security regardless of the new obstacles on the horizon.
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